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1. HEJIX OCBOEHUA JUCHUTIIINHBI

l.1|I/I3yquMe [IPUHLUIIOB [IPOSKTUPOBAHUS U aHAJIN3a 3aIUIIEHHOCTH HH(OPMALIMOHHBIX CUCTEM

2. MECTO JUCIHHUIIJIMHBI B CTPYKTYPE OOII

Huxn (pazmer) OOIL: |Bl.B.IlB.02

2.1|Tpe6oBanns Kk NpeIBAPUTEILHOI MOATOTOBKE 00yYAIOMIEroCs:

2.1.1|P3apaboTka 1 3KCIUTyaTalys 3aIUIIEHHBIX HHPOPMAIMOHHBIX CUCTEM

2.1.2| Teopus nH(GOPMAIIMOHHBIX IIPOIIECCOB U CUCTEM

2.2| {acUMILUIMHBI U IPAKTHKH, I KOTOPBIX 0CBOEHHE AHHOM JTHCHHMIUTHHBI (MOYJI51) HEOOX0AUMO KaK
npeauiecTByIoiee:

2.2.1|udopmanronHas 0€30IIaCHOCTb U 3alIUTa HH(pOpMaUH

2.2.2|IIporpaMMHO-annapaTHbIe-CpeacTBa o0ecreyeHus] HHPOPMALOHHON 0€30I1acHOCThIO

2.2.3|HanexHocTh HHPOPMALMOHHBIX CHCTEM

2.2.4|KauectBo MH(MOPMAIIMOHHBIX CUCTEM

2.2.5|be3omacHocTs 6a3 JaHHEBIX

3. KOMIIETEHIIMHU OBYYAIOIIETI'OCs, @OPMUPYEMBIE B PE3YJIBTATE OCBOEHUA JUCHUIIINHBI
MOAYJIA)

IIK-5.1: IleMmoncTpupyeT 3HaHUS ITANOB, METOA0B U TEXHOJIOTHi MO co37aHUI0 (MOAU(PUKAIINN) HH(POPMALMOHHBIX CHCTEM

|HK-5.2: PaszpadarbiBaeT 1 MoguduIupyeT HHPOPMALMOHHDbIE CHCTEMbI

|HK-5.3: ConpoBo:kaaer HH(POPMALMOHHbIE CHCTEMBI

IIK-7.1: leMOHCTPHPYET 3HAHHS METOAO0B YNPAaBJEHHs NPOrpaMMHO-ANNAPATHLIMH CPeICTBAMH HHPOKOMMYHHKAMOHHOM
CHCTEMbl OPraHU3ALUH

|HK-7.2: YnpagisieT IpOrpaMMHO-aNIAPATHBIMH CPeACTBAMH HHPOKOMMYHHKAIIMOHHON CHCTEMbI OPraHHU3alluH

|HK-7.3: BeInosiHsieT aAMHHUCTPHPOBaHNeE ceTeil

|HK-16.1: JleMoHCTpHUpYeT 3HAHMS METO/I0B AHAJIM3A 3AIUIIEHHOCTH HHPOPMAIMOHHBIX CUCTEM

|HK-16.2: IIpumensieT Ha MpaKTHKe MeTOABI MPOBeIEHUsI AHAJIN3A 3aIUIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEM

| IK-16.3: IIpoBoaNT aHAIN3 3alIMIIEHHOCTH HH(OPMALHOHHBIX CHCTEM

IIK-17.1: lemoHCcTpUpPYeET 3HAHUSI METO0B OPraHU3AUH Pa3padoTKH, BHEPEHH 1, U CONPOBOXKIeHUS HHPOPMAMOHHOI
CHCTEMBI ¢ y4eToM TpeboBaHue HHGOPMALMOHHOI 6e30MacHOCTH




IIK-17.2: IIpumeHsieT HA MPAKTHKE MeTOAbI OPraHU3AlNU Pa3padoTKH, BHEAPEHUsI, U CONMPOBOKIAeHNs HHPOPMAIHOHHOM
CHCTEMBI C y4eToM TpeboBanue HHGOPMAMOHHOI 0e30IacHOCTH

IIK-17.3: BeinosHsier pa3padoTKy, BHeAPeHHE, H CONPOBOKIeHue HH(POPMALIMOHHON CHCTEMBI ¢ y4eTOM TPpeGoBaHUe
HH(OPMALIMOHHOIT 6€30MaACHOCTH

B pe3yabTaTe 0CBOCHUSA TUCHHUIIIHHBI 06yqal0mnﬁcn JOJIZKEH

3.1|3naTth:

3.1.1|MeTomp! opranu3aiuy pa3paboTKu, BHEIPEHUS U COMPOBOXKICHHUS HHPOPMAIHOHHON CUCTEMBI C Y4€TOM TpeOOBaHUE
nH(pOpMaIMOHHON Oe30macHOCTH. MeToJ0B aHai3a 3alUIICHHOCTH HH(POPMAIMOHHBIX CHCTEM. METO/IOB YIPaBICHUS
IPOrpaMMHO-AIIaPATHBIMU CPEACTBAMU HHPOKOMMYHHKAIIMOHHON CUCTEMbI OPTaHNU3alH. DTaIlbl, METOIBI H TEXHOJIOTHH IO
co3anuo (Moaudukanumn) NHGOPMAIIMOHHBIX CHCTEM

3.2|Ymersn:

3.2.1|[IpuMeHsTh HA IPAKTHKE METOIbI OPraHU3aIMU pa3pabOTKH, BHEAPEHUS, U COIIPOBOXKACHUS HH(GOPMAIIMOHHON CUCTEMBI C
y4eToM TpeGoBaHHe HH(POPMAIHOHHOH Oe3omacHOCTH. [IpHMEHATh Ha MPaKTHUKE METOIBI IIPOBEACHNS aHAIIN3a 3alINICHHOCTH
MH(OPMAIIMOHHBIX CUCTEM. YIIPABIATH IPOrPaMMHO-aNIapaTHBIMU CPeICTBAMU HH(GOKOMMYHHUKAIMOHHONH CUCTEMBI
opraHm3anuu. Pa3pabaTeiBaTe 1 MOAUGMHUIIPOBATE HHPOPMAITHOHHBIE CHCTEMBI.

3.3|Baagern:

3.3.1| Texnonorueii pa3pabOTKH, BHEIPEHHUS, U COMPOBOXKICHUS HHYOPMAIIIOHHON CUCTEMBI C Y4E€TOM TpeOoBaHMe
nHPOPMAIMOHHOH Oe3omacHocTH. TexHoorHel aHaIn3a 3alMIICHHOCTH HHPOPMAIMOHHBIX CHCTeM. TexHoIoruei
aJIMUHUCTPUPOBaHU ceTeld. TexHoJoruel ConpoBOXKICHNUsT HH(POPMAIIMOHHBIX CUCTEM.

4. CTPYKTYPA U COJAEPKAHUE JUCITUIIJIMHBI (MOAYJIS)

Kon HaunmenoBanue pa3nenoB u Tem /Buja | Cemectp / | UacoB Komneren- Jlutepatypa IIpumeuanue
| 3aHATHI 3aHATH/ Kvbpc 1107011
Pa3nmen 1. O630p crangapToB
HH(POPMATHOHHBIX CHCTEM
11 0030p cTaHAapTOB UH(OPMAITOHHBIX 6 8 TIK-5.1 TIK- 5.2 JI1.1J11.2
cucreM /Jlex/ TIK- 5.3 T1K-7.1 JI1.3 J11.4
TIK-7.2 TIK-7.3 JI1.5J12.1
IK- 16.1 [IK-  [JI2.2J13.1 JI3.2
16.21K-16.3 | D1 3233 54
IK- 17.1 IIK-
17.2 TIK- 17.3
1.2 1SO/ IEC 27000 Vcnonb3oBamue 6 8 TIK-5.1 TIK- 5.2 JI.1J11.2
AHTUBHPYCHBIX mporpamm /J1a6/ IIK- 5.3 [IK-7.1 JI1.3J11.4
TIK-7.2 TIK-7.3 JI1.5J12.1
IK- 16.1 [IK-  [JI2.2J13.1 JI3.2
16.21K-16.3 | D1 3233 54
IK- 17.1 IIK-
17.2 TIK- 17.3
13 0030p cTaHAapTOB UH(HOPMAITOHHBIX 6 5 TIK-5.1 TIK- 5.2 JI1.1J11.2
cuctem /Cp/ IK- 5.3 IK-7.1 JI1.3J11.4
TIK-7.2 TIK-7.3 JI1.5J12.1
IK- 16.1 [IK-  |JI2.2J13.1 JI3.2
16.21K-16.3 | D1 3233 54
IK- 17.1 IIK-
17.2 TIK- 17.3

Paznen 2. Y3BUMOCTH
HHGOPMALHOHHBIX CHCTEM




21 Vs3BUMOCTH HH(POPMALIMOHHBIX CUCTEM MK-5.1 T[IK- 5.2 | JI1.1 JI1.2
/Cp/ IK- 5.3 [IK-7.1 |JI1.3 JI1.4
MK-7.2 [IK-7.3 | JI1.5J12.1
IK- 16.1 TIK- | JI2.2J13.1
16.2 TIK- 16.3 J3.2
IK- 17.1 IIK- | 312233
17.2 TIK- 17.3 24
2.2 Vsa3BUMOCTH HH(POPMALIMOHHBIX CUCTEM MK-5.1 T1IK- 5.2 | JI1.1 J11.2
/Jex/ IK- 5.3 IK-7.1 |JI1.3 JI1.4
MK-7.2 [IK-7.3 | JI1.5J12.1
IK- 16.1 IIK- | JI2.2J13.1
16.2 TIK- 16.3 J3.2
IK-17.1 IIK- | 313233
17.2 TIK- 17.3 24
2.3 CKaHUpPOBaHHE YSI3BUMOCTEH MK-5.1 T1IK- 5.2 | JI1.1 J11.2
uHpopMaoHHo! cucteMsl. CeTeBble IK- 5.3 IK-7.1 |JI1.3 JI1.4
BUpycHI. /J1ab/ MK-7.2 [IK-7.3 | JI1.5J12.1
IK- 16.1 IIK- | JI2.2J13.1
16.2 TIK- 16.3 J3.2
IK- 17.1 IIK- | 313233
17.2 TIK- 17.3 24
Pa3nen 3. Ataku unopManuOHHBIX
cucTeM
31 Ataxu uH(GOPMaIMOHHBIX cucTeM /JIex/ IK-5.1 TIK- 5.2 [ JI1.1 J11.2
K- 5.3 IK-7.1 | JI1.3 JI1.4
MK-7.2 [IK-7.3 | JI1.5J12.1
MK- 16.1 IIK- | JI2.2J13.1
16.2 TIK- 16.3 J3.2
IK- 17.1 IIK- | 313233
17.2 TIK- 17.3 24
3.2 ATtaku oTKa3 B o0ciyxuBanu. /J1a6/ MK-5.1 [IK- 5.2 | JI1.1 JI1.2
IK-5.3IK-7.1 | JI1.3JI1.4
MK-7.2 [IK-7.3 | JI1.5J12.1
IK- 16.1 IIK- | JI2.2J13.1
16.2 TIK- 16.3 J13.2
K- 17.1 TIK- | 313233
17.2 TIK- 17.3 24
3.3 ArTaxy HHOPMAIOHHEIX cucTeM /Cp/ IK-5.1 TIK- 5.2 [ JI1.1 JI1.2
IK-5.3IIK-7.1 | JI1.3 JI1.4
MK-7.2 1IK-7.3 | JI1.5J12.1
IK- 16.1 IIK- | JI2.2J13.1
16.2 TIK- 16.3 J3.2
IK- 17.1 TIK- | 313233
17.2 TIK- 17.3 24
Pazgen 4. O6ecnevyenue
HH(OpManMoOHHOI 6e30MacHOCTH B
uHGpOPMALMOHHBIX cCHCTEMAaX
4.1 Ob6ecneuenne HHOOPMAIIMOHHOM MK-5.1 1IK- 5.2 | JI1.1 J11.2
6e3omacHOCTH B HH(OPMALIMOHHBIX IK- 5.3 IK-7.1 | JI1.3 JI1.4
cucremax /Jlex/ MK-7.2 [IK-7.3 | JI1.5J12.1
IK- 16.1 TIK- | JI2.2J13.1
16.2 TIK- 16.3 J3.2
IK- 17.1 IIK- | 313233
17.2 TIK- 17.3 24




4.2 Co31aHus 3alUIIECHHBIX CPEIICTB CBSA3H 4 IMK-5.1 TIK- 5.2 [ JI1.1 J11.2
00beKTOB Ha OCHOBe cTanaapToB 1SO IK- 5.3 IK-7.1 | JI1.3 JI1.4
7498-2, 17799, 15408. PazpaboTka IK-7.2 TIK-7.3 | JI1.5J12.1
HOJUTUKY U IpaBUI UH(GOPMALMOHHON IIK- 16.1 IIK- | JI2.2J13.1
6e3omacuoctH /J1ad/ 16.2 TIK- 16.3 J3.2

IIK- 17.1 TIK- | 31 22 33
17.2 TIK- 17.3 24
4.3 Ob6ecneueHne HHOOPMAIIMOHHOM 5 TIK-5.1 TIK- 5.2 | JI1.1 J11.2
6e30macHOCTH B MH(OPMALIMOHHBIX TIK- 5.3 TIK-7.1 |JI1.3J11.4
cucremax /Cp/ TIK-7.2 TIK-7.3 | JI1.5J12.1
TIK- 16.1 TIK- | JI2.2J13.1
16.2 TIK- 16.3 J13.2
IK-17.1TIK- | 212233
17.2 TIK- 17.3 24

Pa3zpnen S. Yupasiienue

HHPOPMaNHMOHHOI 0€30I1aCHOCTHIO B

Opranu3auuu

51 Pa3pabotka cTpaTernu HHGOPMALMOHHON 4 [K-5.1 [IK- 5.2 | JI1.1 JI1.2
0e30macHOCTH. YTIpaBiIeHHE MTPOSKTaMU TIK- 5.3 TIK-7.1 |JI1.3 J11.4
6ezomacHoctu. /Jlex/ TK-7.2 TIK-7.3 | JI1.5J12.1

IK- 16.1 TIK- | JI2.2J13.1
16.2 TIK- 16.3 J3.2
IIK- 17.1 TIK- | 3132 33
17.2 TIK- 17.3 24

5.2 [InarupoBanme u yrpaBiieHHE MPOSKTAMH 4 TIK-5.1 TIK- 5.2 | JI1.1 J11.2

6e3zomacuoctu. /JIa6/ TIK- 5.3 TIK-7.1 |JI1.3J11.4
MK-7.2 TIK-7.3 | JI1.5J12.1
TIK- 16.1 TIK- | JI2.2J13.1
16.2 TIK- 16.3 J13.2
K- 17.1 TIK- |31 3233
17.2 TIK- 17.3 24

53 Pa3pabotka cTpareruu HHGOPMALUOHHON 5 IIK-5.1 [IK- 5.2 | JI1.1 JI1.2
0e30MacHOCTH. YTIpaBJIeHUE TPOCKTAMHU IK- 5.3 TIK-7.1 [ JI1.3 J11.4
6e3onacHoctu. [InanupoBanue u TK-7.2 1IK-7.3 | JI1.5J12.1
yIpaBJIeHUE TPOCKTaAMH 0€30MaCHOCTH. [K- 16.1 TIK- | JI2.2JI3.1
/Cp/ 16.2 TIK- 16.3 J13.2

IK-17.1TIK- | 212233
17.2 TIK- 17.3 24
Pa3nen 6. PaGora Hag mpoexkTom

6.1 CamocrosTensHas paboTa HaJl IPOEKTOM. 4 TIK-5.1 TIK- 5.2 | JI1.1 J11.2

/J1ab/ IK- 5.3 TIK-7.1 | JI1.3 JI1.4
MK-7.2 TIK-7.3 | JI1.5J12.1
IK- 16.1 IIK- | JI2.2J13.1
16.2 TIK- 16.3 J3.2
K- 17.1 IIK- | 31 32 33
17.2 TIK- 17.3 24

6.2 CamocrosTenbHas paboTa HaJl MPOEKTOM. 19 IK-5.1 TIK- 5.2 | JI1.1 JI1.2

/Cp/ IK- 5.3 K-7.1 (JI1.3 JI1.4
MK-7.2 TIK-7.3 | JI1.5J12.1
TIK- 16.1 TIK- | J12.2J13.1
16.2 TIK- 16.3 J13.2
IK-17.1 TIK- |31 3233
17.2 TIK- 17.3 24
Pazgen 7. 3auer
7.1 3aver /3auét/ 0 MK-5.1 [IK- 5.2 | JI1.1 JI1.2
IK- 5.3 TIK-7.1 | JI1.3 JI1.4
MK-7.2 TIK-7.3 | JI1.5J12.1
TIK- 16.1 TIK- | JI2.2J13.1
16.2 TIK- 16.3 J13.2
IK-17.1TIK- [ 313233
17.2 TIK- 17.3 24




5. OHEHOYHBIE CPEJICTBA

5.1. OueHo4yHble MATEPHAJIBI VI TEKYIIEr0 KOHTPOJIS U MPOMEKYTOUHOI aTTecTalul

HpeHCTaBHeHH OTACIBbHBIM JOKYMEHTOM

5.2. OueHouHbIe MaTepUaJIbl I THATHOCTUYIECKOT0 TCCTUPOBAHUA

Hpe[lCTaBHeHbI OTACIIbHBIM JOKYMEHTOM

6. YYHEBHO-METOINYECKOE I THOOPMAIIMOHHOE OBECHHEYEHUE JUCHUILITUHBI (MOAY JIS)

6.1. Pexomenayemas Jureparypa

6.1.1. OcHoBHas auTEpaTypa

ABTOpLI, COCTaBUTCIIN

3arnaBue

H3patenbcTBO, TO

Konuu-Bo

J1.1

Banuiet I1. H., Babamt
A. B., bapanora E. K.

WudopmarrionHas 6€30MacHOCTh U 3aluTa HHGOpMAaLIH:
VYuebHoe mocodue

Mockaa:
EBpasuiickuii
OTKPBITBIN
HWHCTUTYT, 2012,
DNEeKTPOHHBIN

pecypce

1

JI1.2

3onorapes B. B.

Vnpasnenue HHGOpMaLMOHHOH Ge30macHoCThI0. . 1.
Anann3 HHQOPMAIOHHBIX PHCKOB

Kpacnospck:
Cubupckuii
roCyJapCTBEHHBIN
AIPOKOCMHUYECKUI
YHHBEPCUTET UMEHU
akagemuka M. O.
Pemetnena, 2010,
DNeKTPOHHBIN

pecypce

JI1.3

XKyxosa M. H.

VYnpasnenue HHGOPMALIMOHHOH Ge30macHOCThI0. Y. 2.
VYnpasieHnue HHIMICHTAMH HHPOPMAIIHOHHOH 6€30MacHOCTH

Kpacnospck:
Cubupckmit
roCyJapCTBEHHBIN
a9POKOCMHUUECKHUI
YHHMBEPCUTET UMEHU
akagemuka M. @.
Pemernena, 2012,
DNeKTPOHHBIN

pecypce

J11.4

Anuncumos A. A.

MeHeKMENT B cepe HHHOPMAIIMOHHOMN 6e30I1aCHOCTH:
VYuebHoe mocodre

Mocksa, Capatos:
@ uTepHeT-
Vuusepcuret €7
HOPMaINOHHBIX
Texuonoruii (@2
HTY€?T), Aii [Tn
Ap Menmua, 2020,
OEeKTPOHHBIN
pecype

JI1.5

Bapanosa E.K., babaru
A.B.

HudopmarmonHas 6e30macHOCTb. McTopus criennaibHBIX
METOJI0B KPUNTOrpapuuecKoit AeITeIbHOCTH: YueOHoe
nocobune

MockBa:
W3znarenbckuit
Llentp PUO@, 2020,
ONeKTpOHHBIH

pecypce

6.1.2. JlonosHuTeILHAS JTUTEPATypa

ABTOpLI, COCTaBUTEIIHN

3arnaBue

I/ISHaTeHLCTBO, rog

Konuu-Bo




ABTOpBI, COCTaBUTEIHN

3arnaBue

H3narenbcTBO, TOM

Konnu-Bo

JI2.1

Iunos A.K.

VYnpasnenue HHGOPMALIMOHHOHN 0€30I1aCHOCTBIO: YueOHoe
nocobune

PocToB-Ha-/lony:
€©31aT€/ILCTBO
IOxHor0
(benepaiabHOTO
YHUBEPCUTETA
(I0DYV), 2018,
OIEeKTPOHHBIN

pecypce

J12.2

ITapteika T. JI., [Tonos
nn.

WudopmarrionHas 6e30macHocTh: YuebHoe mocobue

Mockaa:
UzparenpcTBO
"®OPYM", 2021,
DIEeKTPOHHBINA

pecypce

6.1.3. MeTonnueckue pa3padoTku

ABTOpBI, COCTaBUTEIHN

3arnaBue

H3parenbcTBO, TOM

Konnu-Bo

JI3.1

®omuH /1. B.

WudopmarrionHas 6e30macHOCTh: Y 4eOHO-METOANYECKOe
mocoOme JUIs CTyICHTOB 3a09HOM (hOpMEI 00yUeHHS
HarnpasieHus noarotoBku 38.03.05 «busnec-unpopmaruka

CapatoB:
By3sosckoe
oOpasoBanue, 2018,
DNEeKTPOHHBINA

pecypce

1

J13.2

Ianerua B.O.

WudopmarronHas 6€301acHOCTh KOMITBIOTEPHBIX CHCTEM H
cereii: YueOHOE mocoone

Mockaa:
Mznarensckuit Jlom
"®OPYM", 2021,
ONEeKTPOHHBIN

pecypce

6.2. Ilepeuens pecypcoB HHGOPMALHOHHO-TeJIeKOMMYHUKAIMOHHOH ceTH "UnTepHeT"

o1

«SecurityLab»

92

«WebGoat»

33

«Damn Vulnerable Web Application»

D4

«OWASP Juice Shop»

6.3.1 [lepeyeHb MPOrpaMMHOro odecrneyeHns

6.3.1.1|OHepaHI/IOHHa§I cucrema Windows, ITaket mporpamm Microsoft Office 6ecpouro

6.3.2 Ilepeyenb MHGPOPMALMOHHBIX CIIPABOYHBIX CHCTEM

6.3.2.1|CHC «Koncynsrantllmtocy, CIIC «"apanT»

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHE JUCIUIIJIMHBI (MOAYJIST)

7.1

000pyZI0BaHHEM.

)1)'[5] MPOBCACHUS JICKIIUOHHBIX 3aHATHI HeO6XO}II/IMa Ay IUTOpUs, OCHAILICHHAsA KOMIIBIOTEPOM U MyJ'[I;THMC}IHﬁHLIM

7.2

Jlnst mpoBeIeHUsE TaOOPATOPHBIX 3aHATHI HEOOXOIUM KOMITBIOTEPHBIH KiIacc, 000pyJOBaHHBIN TEXHUKOH U3 pacueTa
OJIMH KOMITBIOTEpP Ha OJIHOTO 00YyYarouerocs, ¢ 00yCTPOCHHBIM pa0O4YUM MECTOM MPETOIaBaTEeNs.

7.3

TpeOyroTcs epcoHallbHbIE KOMIIBIOTEPHI ¢ IporpaMMHbIM obecnieuerrnem MS OFFICE, nokanibHast BEIUMCITUTEIbHAS CETh
C BBIXOJIOM B TJ100aJIbHYIO ceTh Internet.




