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VISl IPOMEKYTOYHOM aTTeCTALMHU MO JUCHUIIHHE

[Tpuknannas kpunrorpadus,

8 cemectp

Kopn, nampaBienue noroTroBku

09.03.02 NudopmarmoHHBIC CHCTEMBI U
TEXHOJIOTUH

Hamnpasnennocts (mpoduiin)

be3onacHocTh HHPOPMAITMOHHBIX CUCTEM U
TEXHOJIOTUH

dopma 00ydeHus

Ouynas

Kadenpa pazpabotuuk

NudopmaTuku ¥ BHIYUCIUTEILHON TEXHUKU

Brimyckaromias kadgeapa

NHdopMaTUKH U BBIYMCIUTEIBHON TEXHUKU

Tunoevie 3a0anusn 011 KOHMPOILHOU padomol:

Ilpumepnusie 3a0anusn 011 KOHMPOJIbHOU PAOOMDbL:

3amanne 1. Onpenenute xmoun mudpa Lle3aps, ecau HU3BECTHBI
CICAYIONIME mMapbl OTKPBITHIA TEKCT — IHUMPOTEKCT (MCXOAHBIM andaBuT:
ABBT TEEX3UMKIMHOIIPCTY O XU BBIEIIOS):

AITEJIBCHUH - TBYUIOOAbIA

MAHJIAPUH — TEVUELIOY

3amanue 2. Pactmmdpyiite cienyronme cooOiieHus, 3amudpoBaHHbIC
mdpom Llezaps, u onpenenute ko4 n, 0<n<33, eciau U3BECTHO, YTO HUCXOIHBIC

COOOIIeHUS COCTaBJICHBI u3 andasura
ABBIJIEEXX3UUKIMHOITPCTY O XU HbIHIIOA:

IOBIUIITYX

CObLIIOBIIADY

3ananue 3. 3amudpoBathk CBOIO PaMUIIHIO C TOMOIIBIO anroputMa RSA.

3aganue 4. 3ammdpoBaTh CBOWO (AMIWIMIO C TOMOIIBIO aJroOpUTMa
mrdpoBanus Dab-1"amarns.

3amanue 5. 3ammudpoBaTh CBOIO (HaMHINIO € TOMOIIBIO aJTOPUTMA
U POBAHUS O OTKPBHITHIM KITFOUOM.

3amanue 6. 3amudpoBaTh CBOIO (HaMHINIO € TOMOIIBIO aJTOPUTMA
U POBAHUS O OTKPBHITHIM KITFOUOM.

3amanue 7. g 3amaHHOro (Qaiiaa HEoOXOAUMO OIPEASTUTh CKPBITOS
COOOIIICHHE W UCTIOIB30BAHHBINA METO]T €r0 CTeraHOTPa(UIECKOTO COKPBITHS.

3ananue 8. [lonyunTh OT MOIB30BATENS KITFOY, UMS BXOJHOTO M BBIXOJHOTO
daiina. MHUIIMATU3UpOBATh TE€HEPATOP CIYyYaHBIX YHUCENI C TMOMOINbIO KIHOYa.
OTKpBITh YKa3aHHBIE (haiiJIbl.

3aganue 9. Ilpounrtars cTpoky u3 daiina. [loayunTs ciaydaifHOe dYHCIIO.
[Honmyuuts ASCII-koJ oOuepeaHOro CHUMBOJIA CTPOKM M YBEIMYUTh €ro Ha




clly4ailHoe 4MclIO, moaxydyeHHoe Ha mare 4. IIpoBeputrb npaBUIBHOCTH
(momyctumpblii 1uamna3on) HoBoro ASCII-kona.

3aganue 10. B BbIXOAHYIO CTpPOKY 3amucaTb OYEpPEOHON CHUMBOIL,
coorBeTcTByromMii ASCII-xony, monydyeHHoMy Ha miare 6. Eciim HE HOCTUTIN
KOHIIA BXOJAHOMW CTPOKH, TO MEPEUTH K mary 4. 3anucaTh NOJYyYEHHYIO CTPOKY B
BbIXOJHOU (aitn. Ecam He mocturHyT koHel ¢aiiya, TO MEpedTH K mary 3.
3aKphITh (Pailiibl.

Tunoewie 60NPOCHL K IK3AMEHY .

1. [Mpenmer kpuntorpaduu. Omnpenenenus. 3amaun. HMcropuyeckue
PUMEDBI.

2. Bunp! atak Ha kpuntorpaguyeckue anroputMel. [loHATHE CTONKOCTH.

3. Knaccudukanusa anroputMoB mudpoBanud. [Ipumepsr mpoctedmmx
g poBs.

4, [udpsr 3amensl. MaTemaTudeckas Mojelb. [Ipumepsi.

) udpse! nepecranoBku. Matemaruyeckas mojenb. [Ipumepsl.
6 udper rammupoBanus. Marematudeckas Mozelnb. [Ipumepsi.
7. [Tpunuunel noctpoeHus O610yHbIX mKdpoB. Cxema Deiicrens.

8 Anroput™ cummeTpudHoro mudposanus DES.

Q. AnroputMm cumMmetpudHoro mudposanus Rijndael.

10.  Anroputmsl cummeTpudHoro mudposanus IDEA u Blowfish.

11.  PeXuMbl BBINOJHEHUS aJITOPUTMOB CUMMETPUYHOTO U POBAHUS.

12. Tlorounsie KPUIITOCHCTEMBI. [TpuHLUTIET MOCTPOCHUH.
Knaccuduxanus. [Ipo6iaema cuHXpOHU3AINH.

13. Tlorounsie mmppel. Otauuus oT OmounHbIX. CTOWKOCTH. MeTobI
aHanm3a.

14.  Tlpumeps! noTouHbX muppoB Ha ocHoBe LFSR.

15. Ilpumepsl MNOTOYHBIX MHU(PPOB, HUCHOJB3YIOMIMX  AJTUTUBHbBIC
reHEepaTOPBHl.

16. IIpumeps! moTouHbIX muppoB Ha ocHoBe FCSR.

17. Marematuyeckue METOJbl KPHUMNTOAHANIU3A: METOJ OMpOOOBaHUS,
METO/Ibl Ha OCHOBE TEOPHH CTATUCTHUECKUX PEIICHU.

18. JIuHelHBIN KpUNTOAHATIHUS.

19. Pa3HOCTHBIN KpUTITOAHAIIN3.

20.  OcCHOBHBIE TPUHITUIIBI MMOCTPOCHHUSI ACUMMETPHUYHBIX KPUIITOCHUCTEM.
CTOMKOCTB.

21. Iudpocucrema RSA. CTOHKOCTS.

22. Iudpocucrema Dnb-I"'amans. CTONKOCTS.

23. Iudpocucrema Ha OCHOBE MPUHIIMIA «PIOK3AKA.

24. llIudpocucrema Pabuna. CTOWKOCTS.

25. Anroputm oOmeHa kimodamu JJuddu-Xemmmana.

26. Xom-pyaknuu. TpeboBanus. TUTbI GyHKITUN XIIMTUPOBAHUS.

27. Ataxku Ha QYHKIMH X3IIUPOBAHUS.

28. ®ynkuwusa xemupoBanus MDS.

29. ®ynkuusa xemupoBanus SHA-1.



30. OOmue mNONOXKEHUsI DSJIEKTPOHHOM MHUPPOBON mMoOAMUCH. 3anay.
TpeboBanus.

31. Ilpsmas u apbutpaxknas mudponas moanucu. [Ipumepsi.

32. Cranpaapt 31eKTpoHHOM 1 poBoii noanucu DSS.

33. Iludpoas moanuch Ha OCHOBE AJTOPUTMOB C OTKPBITHIMU KITFOUAMH.
Cxema @uara-lllamupa.

34. Iudposas noanuck dib-I'amans. Cxema RSA.

35.  Crangaprt snektpoHHo# mudposoit moamnucu DSS.

36. IIpumeHeHHE SJUTMNTUYECKUX KPUBBIX B KpunTorpaduu. AJIroputMm
mQpoBaHUSI HA OCHOBE JUTUNITHYECKUX KPUBBIX.

37. AnropuTmbl 0OOMEHa KIII0UYaMU U 3JIEKTPOHHOM IIM(PPOBOIA MOANNUCH HA
OCHOBE JJUTUNITUYECKUX KPUBBIX.

38. Creranorpaduueckue metoApl 3ammTbl uHpopmammu. OCHOBHBIC
NOHATHUS U onpeenenus. O0IacTu MpUMEHEHUS.

39. OO6mas wmoxenb creraHocucteMbl. [IpoGnema  yCTOHYMBOCTH.
Creroananus.

40.  Mertoasl COKphITHS HHGOPMAIIMK B HETIOJIBUXKHBIX U300paKCHUSIX.

41. MeToabl COKpHITHS HHGOPMAIIMHN B TEKCTOBBIX JAHHBIX.

42. TIlportoxosbl ayreHTUPUKAUU. [IBYyCTOPOHHSS ayTeHTU(PUKALINS.

43. Tlportoxosnbl ayreHTUPUKaUU. OJHOCTOPOHHSIS AyTEHTU(PUKALIHSL.



