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1. HEJIX OCBOEHUA JUCHUTIIMHBI

1.1|®opmupoBaHue 3HaHNH 00 OCHOBHBIX MOJIOKEHHUSX TEOPUH U MPAKTUKUA HH(POPMAIIMOHHOM O€30MaCHOCTH; YMEHUIH

B 00JIacTH pa3pabOTKU M UCTOJIB30BaHMSI CPEJCTB 3aIUThl KOMITBIOTEPHOH MH(GOPMAIINH B Ipoliecce ee 00paboTKH,
nepeayn U XpaHeHus: B MHPOPMAIIMOHHBIX CHCTEMaX; OBJIA/ICHHE METOIaMH M TEXHOJIOTHAMHE Pa3pabOTKH 3allUIICHHBIX
HH(GOPMALMOHHBIX CHCTEM; IIOJIyYCHHE HABBIKOB B 00JIaCTH aHAIN3a YS3BUMOCTCH M PHCKOB B HH()OPMALIOHHBIX
CHCTEMaX, a TAKKe pa3paboTKu Mep 10 X YCTPAHCHUIO; HOHUMAaHHUe IPHHIUIIOB YIPABICHHS JOCTYIIOM K
UH()OPMAIIOHHBIM pecypcaM U METO/IOB ayTCHTH()UKAIINK U aBTOPU3AIMH [0JIb30BaTeNeH Y CTYCHTOB PO
HOArOTOBKH — be3onacHOCTs HH()OPMAHOHHBIX CHCTEM U TEXHOJOTHI.

MPUMEHATH COBPEMCHHBIC METOAbI U CPEICTBA 3aIIIUTHL I/IH(l)OpMaI_II/II/I B BBIYUCIIUTCIIBHBIX CUCTEMAX U CCTAX, KOMHCTCHHI/Iﬁ

2. MECTO JUCHUIIITUHBI B CTPYKTYPE OOII

IMuxn (pasgen) OOII: |E1 .B.IB.02

2.1|TpedoBaHus K nMpeABAPUTEIbHOI MOATOTOBKE 00y4aI0LIErocs:

2.1.1|1udopmanmonHas 6€30MaCHOCTb U 3alUTa HHYOpMAIH

2.1.2|TIporpaMMHO-anmaparHbie-cpeicTBa o0ecredeHns: HHYOPMAIIMOHHOW 0€3011aCHOCTHIO

2.1.3|Cetu OBM

2.1.4|Be3onacHocTh 0a3 JaHHBIX

2.1.5|OcHoBBI HH(OPMAIIMOHHOH 6€30I1acCHOCTU

2.1.6|IIporpamMmHO-annapaTHble-cpeAcTBa oOecnedeHust HHHOPMAOHHON 0€30I1aCHOCThIO

2.1.7|be3onacHocTh 0a3 JaHHBIX

2.1.8|OcHoBbI HHPOPMAITHOHHO 6€30MaCHOCTH

2.2| A cuUIIMHBI 4 PAKTHKH, JUIS1 KOTOPBIX 0CBOEHHE JAHHOI THCHMIINHBI (MOIYJIs1) HEO0XOAMMO KaK
npeauiecTByollee:

2.2.1|be3onacHoCTh HHGOPMALIMOHHBIX CUCTEM

2.2.2|OpraHu3alnoHHO-TIPaBOBOE oOecreyeHrne HHHOPMALIMOHHBIX CUCTEM

2.2.3|be3onacHoCTh MH(GOPMALIMOHHBIX CUCTEM

2.2.4|OpraHu3alnoHHO-TIPaBOBOE oOecreyeHrne HHYOPMALIMOHHBIX CUCTEM

3. KOMIIETEHL{Y OBYYAIOIIETOCSl, POPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI JUCLUATIIAHBI
(MOZYJIST)

IIK-17.1: leMoHCTpHpPYeT 3HAHUS METOA0B OPraHU3aluy pa3paboTKH, BHEJPEHHs, H CONMPOBOKACHUS MH(POPMALHOHHOH
CHCTEeMBI ¢ y4eTOM TpedoBaHue HHGpOpMAIIMOHHON 0€e30MacHOCTH

IIK-17.2: [IpuMeHsieT HA MPAKTHKe MeTOAbI OPraHU3aNU Pa3padoTKH, BHEIPEHNSI, M CONPOBOKIeHU HHPOPMAIINOHHOT
CHCTEMBI C y4eTOM TpedoBaHue HHGOPMAHOHHOI 0€30acHOCTH

IIK-17.3: Beinosanser pa3padoTKy, BHeAPEHHE, H CONPOBOKIeHHe HHPOPMAaNMOHHON CHCTEMBI C Y4eTOM TpeOoBaHHe
HH(OPMALIMOHHOIT 0€30MacHOCTH

MIK-16.1: lemoHCcTpUpYyeT 3HAHUS METOI0B aHAJH3A 3AIMIIEHHOCTH HHGOPMALIHOHHBIX CHCTEM

IIK-16.2: [IpumensieT HAa MPaKTHKe METOABI MPOBEAEHUSI AHAJIN3A 3AIUIIEHHOCTH HH(POPMAMOHHBIX CHCTEM

IIK-16.3: [IpoBoanT aHAIN3 3AIIMIIEHHOCTH HH(POPMALMOHHBIX CHCTEM

IIK-5.1: lemoHCcTPUPYeET 3HAHMS 3TANOB, METOAOB M TEXHOJIOTHii 110 co3aaHuI0 (MoauduKanun) HHPOPMALHOHHBIX CHCTEM




IIK-5.2: PazpabaTbiBaeT 1 Mogu(puuupyeT HHPOPMALMOHHBIE CHCTEMbI

IIK-5.3: ConpoBoxkaaer HHGOPMALMOHHBbIE CHCTEMBbI

B pe3yabTaTe 0CBOCHHUS JUCHUILIHHBI 00y4aloLIuiics 10/KeH

3.1

3HaThb:

311

OcHOBHbIE NOHATHS B 0071acTH HHPOPMAIIMOHHOI 6e30nacHocTH; COBpeMEHHBIE METO/Ibl U CPENICTBA 3AIUTHI MHPOPMAaIIH
B BBIYUCIIMTENBHBIX CUCTEMaX U ceTsX; OCHOBHBIE METObI ayTEHTU(GHKALINY U aBTOPHU3AINH MTOJIb30BaTeNeil; YTpo3bl
MH(OPMAIIOHHOH 0€30MaCHOCTH ¥ METOBI UX MPEJOTBpalleHus; TeXHUKN aHaIn3a yA3BUMOCTEI U METOIbI
MpeIOTBpPAICHNS aTaK Ha HHQOPMALMOHHBIE cucTeMbl; OCHOBHBIE METOJIBI M CPEICTBA OOHAPYKEHHS BTOPKEHHH;
TeXHUKHM HHIIMJCHTHOTO pearnpoBaHus 1 BOCCTAaHOBJICHUS HH(OpMALIUH.

3.2

YMeTh:

3.2.1

PaspabaTbiBaTh U HCIOJIB30BATh CPEJICTBA 3AIUTHI KOMITBIOTEPHOU HH(OpPMAIIMH B Mpolecce ee 00paboTKH, epeaayn U
XpaHeHHs1 B ”HPOPMAIIMOHHBIX cucTeMax; OLeHUBAaTh YPOBEHb 3aIIUThI KPUITOTPahHUUECKUX CHCTEM H BBIOUPATD
HOIXO/SIIME METO/BI B 3aBUCHMOCTH OT KOHTEKCTa UCIOIB30BaHMUS; AHAIU3UPOBATH YI3BUMOCTH HH()OPMALIMOHHBIX
CHCTEM M pa3padaThIBaTh MEPHI M0 UX MpenoTBpaleHno; COBMECTHO pabOTaTh B TPYIIIE ISl PEIICHHUS 33134, CBI3aHHBIX C
obecrieueHreM 6€30MacHOCTH HH(POPMAIMOHHBIX CHCTEM M TEXHOIIOTHL.

3.3

Baanerts:

33.1

HaBrikamu aHanu3a ys3BUMOCTH HH(OPMALIMOHHBIX CUCTEM M pa3pa0OTKH IJIaHa Mep M0 00eCIIeYeHUI0 NX 0€301MacHOCTH;
HaBbIkaMu OIIEHKH PHCKOB, CBSI3aHHBIX C HCIIOJIB30BaHHEM HH()OPMALIMOHHBIX CHCTEM H TEXHOJIOTHI, ¥ pa3padOTKH IIaHa
X MUHAMU3a1MY; HaBbIkaMu CpaBHEHHS, BHIOOPA M UCIIOJIB30BAaHMS CPEACTB 3aIIUThl HHQOPMAIIMU B 3aBUCUMOCTH OT
3a/1a4 ¥ yCIOBUH UX NMpUMeHeHUs; HaBbIkaMu aHalM3a U TECTUPOBAHUS CUCTEM 3aIIUThl HHYOPMAIIUH C LEIBI0
orpezaeneHus ux 3PPEeKTUBHOCTH U 00ecTieueHns UX HaJeKHOCTH; METOJaMH U CPEJCTBAMH 3alIUTHl HHPOPMaLUH U
yIpaBJIeHHs TPaBaMH UCIOJIb30BaHU HHPOPMAIIOHHBIX PECYpPCOB NpH Mepeaade KoHGHISHIHANbHOW HH(pOopMaIuy 1o

KaHaJlaM CBS3H, YCTaHOBJICHUM ITOJJIMHHOCTH aBTOpa IepeaaBacMbIX COO6H.[eHI/II>'I.

4. CTPYKTYPA U COEPKAHUE JUCIUAIIIMHBI (MOYJIST)

Kon HaunmenoBanue pa3jaenoB u TeM /Buj | Cemectp / | YacoB | Komneren- | Jlutepatypa IIpumeuanue
3aHATHS 3aHATHS/ Kvnc 11070
Pazgen 1. Cucrembl ayTeHTH(pHKANU
11 Buasr ayrentudukanuu. [IpoTokossl 7 4 NK-5.1TIK- | JI1.1 J11.2
ayTeHTU(UKaIUK B ceTsx. /JIex/ 5.2TIK-5.3 [JI1.3]12.1 JI12.2
MK-16.1 TIK | J12.3J13.1 JI3.2
-16.2 TIK- JI3.3713.4
16.31IK- | D1 323354
17.1 TIK-
17.2 TIK-
17.3
1.2 Yrpo3sl U 3aI1UTa OT aTak Ha 7 4 MK-5.1 IIK- | JI1.1JI1.2
ayrentudukanmto. /TIp/ 5.2 TIK-5.3 |JI1.3J12.1 J12.2
IK-16.1 IIK | J12.3J13.1 JI3.2
-16.2 TIK- JI3.3713.4
16.31IK- | D132233 34
17.1 TIK-
17.2 TIK-
17.3
1.3 Buns! ayrentudukanun. IIpoTokos! 7 5 MNK-5.1 K- | JI1.3JI1.2
ayreHTH(UKanuu B ceTsx. /Cp/ 5.2 TIK-5.3 [JI1.1J12.3 J12.1
IK-16.1 IIK | J12.2J13.1 JI3.2
-16.2 TIK- JI3.3713.4
16.31IK- | D13233 34
17.1 TIK-
17.2 TIK-
17.3
Paznen 2. CucreMbl pa3rpaHuyeHust
npas J0cTyna




2.1 Konuenmus npusuneruii B 4 I1K-5.1 TIK- JI1.3 J11.1
cucreme.MoJienu pa3rpaHu4eHus Mpas 5.2 TIK-5.3 [JI11.2J12.3 JI2.1
nocryna. /Jlex/ MK-16.1 TIK | J12.2J13.1 JI3.2

-16.2 TIK- JI3.3713.4
16.31IK- | 2122323 D54
17.1 IIK-
17.2 TIK-
17.3
2.2 O06xonx npas pocryna. /IIp/ 4 MK-5.1 [IK- | JI1.3 JI1.1
5.2 TIK-5.3 |JI1.2J12.3 J12.1
ITK-16.1 TIK [JI2.2J13.1 JI3.2
-16.2 TIK- JI3.3713.4
16.31IK- | 2122323 D4
17.1 IIK-
17.2 TIK-
17.3

2.3 KoHnuernust npuBuieruii B 5 MK-5.1 1IK- | JI1.3 JI1.1
cucreme.MoJienu pa3rpaHU4eHus Mpas 5.2 TIK-5.3 [JI1.2J12.3 JI2.1
noctymna.06xon npae goctyna. /Cp/ MK-16.1 TIK | J12.2J13.1 JI3.2

-16.2 TIK- JI3.3713.4
16.31IK- | 212223 24
17.1 TIK-
17.2 TIK-
17.3
Pa3znen 3. CucreMsbl 00HApY:KeHHUS aTaK

3.1 Merto/b1 OOHAPYKEHUS aTak U 4 MK-5.1 [IK- | JI1.3 JI1.1
BTOp KEHUi1. TeXHOIOTHH MOHUTOPHUHTA 5.2 TIK-5.3 |JI11.2J12.3 JI2.1
cereBoro Tpapuxa. /Jlex/ IK-16.1 TIK (J12.2J13.1 JI3.2

-16.2 TIK- JI3.3713.4
16.31IK- | 212223 54
17.1 TIK-
17.2 TIK-

17.3

3.2 Uurerpamus COAB B cuctemy 4 MK-5.1 TIK- | JI1.3 JI1.1

6ezonacHoctu. /Ilp/ 5.2 IK-5.3 [JI1.2J12.3 JI2.1
MK-16.1 TIK |J12.2J13.1 JI3.2
-16.2 TIK- JI3.3713.4
16.3TIK- | D122 2324
17.1 TIK-
17.2 TIK-
17.3

3.3 Mertop1 0OHApYKEHHUS aTak U 10 |HOK-5.1TIK-| JI1.3J11.1
BTOpxeHHH. TeXHOIOTMH MOHUTOPUHTA 5.2TIK-5.3 |JI1.2J12.3 J12.1
cereoro Tpaduka. MaTerpanus COAB B MK-16.1 TIK | JI12.2J13.1 JI3.2
cuctemy 6ezomacHoctH. /Cp/ -16.2 TIK- JI3.3J13.4

16.31IK- | D1 222324
17.1 TIK-
17.2 TIK-
17.3
Pasznen 4. Ayaut 6e3onacHocTH

4.1 MeTtoooruu mpoBeIeHus ayauTa 4 I1K-5.1 TIK- JI1.3 JI1.1
6ezonacHocTH. PearupoBanue Ha 5.2 TIK-5.3 |JI11.2J12.3 JI2.1
HMHIMIEHTELI ¥ BOCCTaHOBIIeHHE. /JIek/ I1K-16.1 TIK | J12.2J13.1 JI3.2

-16.2 TIK- JI3.3713.4
16.31IK- | 51222324
17.1 TIK-
17.2 TIK-
17.3
4.2 IMonmTuka 6e3onacHocTu. /I1p/ 4 MK-5.1 IIK- | JI1.3J11.1
5.2 TIK-5.3 |JI1.2J12.3 JI2.1
IK-16.1 TIK |J12.2J13.1 JI3.2
-16.2 TIK- JI3.3J13.4
16.31TIK- | 213233524
17.1 TIK-
17.2 TIK-

17.3




4.3 MeTtoo0run NpoBeIeHUS ayauTa 5 TIK-5.1 TIK- JI1.3 J11.1
6e3onacHocTH. PearupoBanue Ha 5.2 TIK-5.3 |JI1.2J12.3 JI2.1
MHIHICHTHI M BOCCTAHOBJICHHE. IIK-16.1 TIK | JI2.2J13.1 JI3.2
IMonutuka 6e3omnacHoctH. /Cp/ -16.2 TIK- JI3.3J13.4

16.31IK- | D152 33 54
17.1 IIK-
17.2 TIK-
17.3
Paznen 5. PaGoTa nag npoexkTom
51 CamocrosTenbHas paboTa HaJl IPOEKTOM. 15 |IIK-5.1TIK-| JI1.3 JI1.1
/Cp/ 5.2TIK-5.3 [JI1.2J12.3 J12.1
MK-16.1 TIK [ JI2.2J13.1 JI3.2
-16.2 TIK- J3.3J13.4
16.31IK- | D1 5233 54
17.1 IIK-
17.2 TIK-
17.3
Pazgen 6. 3auer
6.1 3ayer /3auér/ 0 IK-5.1 IIK- | JI1.3 JI1.1
5.2 IK-5.3 |JI1.2J12.3 J12.1
MK-16.1 TIK | JI2.2J13.1 JI3.2
-16.2 TIK- JI3.3J13.4
16.31TIK- | D1 5233 54
17.1 IIK-
17.2 TIK-
17.3

5. OHEHOYHBIE CPEJACTBA

5.1. OHeHO‘IHLIe MaTepuaJibl 1J1 TEKyHIE€ro KOHTPOJIA U l'lpOMe)KyTO‘IHOﬁ aTTeCTalluu

HpeﬂCTaBﬂeHLI OTACIbHBIM JOKYMEHTOM

5.2. OneHo4yHble MaTepHAJIbI JIsI ANATHOCTUYECKOT0 TeCTHPOBAHUS

HpeI[CTaBHeHLI OTACJIbHBIM JOKYMEHTOM

. YYEBHO-METOJUYECKOE I TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUIIJIMHBI (MOAYJIST)

6.1. PexoMennyemas murepatypa

6.1.1. OcHoBHas aUTEpaTypa

ABTODBI, COCTaBUTENIN 3arnaBue WznarensctBo, ron | Koanu-Bo
JI1.1 |Bapanora E.K., babam |adopmaronHas 6e30mMacHOCTh U 3aIATa HHPOPMAIHH: Mockaa: 1
A.B. YuebHoe nocobue W3natensckuii
Llentp PUO@,
2018,
JI1.2 |3enxoB A. B. NudopmarronHast 6e30macHOCTh U 3aluTa HHGOPMALHIH: Mockaa: FOpaiir, 1
Y4eOHoe mocodue It BY30B 2022,
JI1.3 |Anexnepos U. /1., WNudopmaimonHas 6€301MacHOCTh M 3alIuTa HHPOPMALIUH B PoctoB-Ha-/lony: 1
Xpamos B. B., POBOI SKOHOMHUKE 3JIEMEHTBI TEOPHHU H TecToBbIe 3amanus: |UYbull, 2020,
TI'opbaueBa A. A., yueOHOe mocobue
®owmuues /1. C.
6.1.2. JlonoTHUTeIbHAS IUTEPATYPA
ABTOpBI, COCTaBUTEIH | 3arnaBue WznarensctBo, ron | Komny-Bo




ABTOpBI, COCTABUTEIH 3arnaBue WznarensctBo, ron | Koany-Bo
JI2.1 |Kpamapos C.O., Kpunrorpagpuueckas 3ammra napopmaimu: YuedHnoe nocooue |Mocksa: 1
Tumenko E.H. W3narensckuii
Lleutp PUO€, 2018,
J12.2 |Kyk AL, Xyk E.Il.  |3ammra uadopmanuu: YyeOHoe mocodue Mockaa: 1
W3narensckuii
Llentp PO, 2018,
http://znanium.com/
go.php?id=937469
JI2.3 |Ianbrusx B. @. KomruiekcHas 3amuTa HHGOPMaIMU B KOPIOPATUBHBIX Mockaa: 1
cucTemax: YueOHoe mocobue Wsnarenbckuii JJom
"OOPYM", 2018,
6.1.3. MeTtonnueckue pa3pabdoTku
ABTODEI, COCTaBUTEIHN 3arnaBue WznarenscTBo, rox | Komuu-Bo
JI3.1 |®Domun I. B. NudopmaronHas 6e30aCHOCTh U 3aluTa HHGOpMaLHHU: Capatos: By3osckoe 1
CIIEIMATN3UPOBAHHEIE aTTECTOBAHHBIE IPOTPaMMHBIE 1 obpasoBanue, 2018,
porpaMMHO-alNapaTHbIe CPEJCTBa: Y UeOHO-METOANYECKOe
nocobue
JI3.2 |Moprysos A. B. HNudopmaimonHas 6€30MacHOCTh: y4eOHO-METOIUUECKOe HoBocubupck: 1
rnocobue HI'TY, 2019,
JI3.3 |Hukynuu B. B. HNudopmarmonnas 6e3onacHocts. JlJaboparopHslii npakTukyM: |bpsiHck: BpstHCKMi 1
yueOHO-MeToIuueCcKOoe OCoOUe Ul CTYAEHTOB HanpasieHus |[AY, 2021,
noarotosku 09.03.03 npukiagHas uHGopMaTHKa
JI3.4 |®omun I. B. HNudopmaimonHas 6e301MacHOCT: YUeOHO-METOAUIECKOEC CapatoB: ByzoBckoe 1
nocobue no aucuuminae «MHpopmannonHas 6e30macHOCTb» — |oOpazoBanue, 2018,
JUTSL CTYACHTOB SKOHOMHYECKUX CIIEIHAIBHOCTEH 3209HON
(hopmbl 00yUeHUS
6.2. Ilepeuens pecypcoB HHGOPMALTHOHHO-TeJIeKOMMYHHKAIHOHHOH ceTH "UnHTepHeT"
D1  |«SecurityLaby
22  |«WebGoat»
33 |«Damn Vulnerable Web Application»
34 | «OWASP Juice Shop»

6.3.1 Ilepevyenb MporpaMMHOro odecrneveHust

6.3.1.1|OHepaHI/IOHHaﬂ cucrema Windows, ITaker mporpamm Microsoft Office 6ecpouro

6.3.2 Ilepeyenb HHGPOPMAMOHHBIX CIIPABOYHBIX CHCTEM

6.3.2.1|C1'IC «KoncynprantIlmocy; CIIC «I"apant»

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHE JUCHUIIJIMHBI (MOAY JIS)

7.1

Jlnist mpoBeieHus ISKIMOHHBIX 3aHATHI He00X0AMMa ayTUTOPHUs, OCHAIIEHHAs! KOMITBIOTEPOM U MYJIbTUMEIHUHHBIM
obopynoBanueM. [[s npoBeeHus 1ab0paTOPHBIX 3aHIATHI HE0OX0IMM KOMIIBIOTEPHBIH KiIacc, 000pyI0BaHHBINH TEXHUKON
13 pacdera OIMH KOMIBIOTEP Ha OHOT0 o0yyaromierocs, ¢ 00ycTpOeHHbIM paboYuM MeCcTOM NpenoaaBaTens. TpedyroTcs
NIEPCOHANBHBIE KOMITBIOTEPHI C MporpaMMHbIM obecnieueHrneM MS OFFICE,nokanbHast BEIYMCITUTEIbHAS CETh C BBIXOIOM B
riobanpHyI0 ceTh Internet.




