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TecToOI

30€ 3agaHue And AMarHoCTn4ecKoro TeCtTmpoBaHusa no AUCumnIinHe:

be3onacHocmb cemesbix mexHosioaul, 3 cemecmp

YHUKabHbIA NPOrPaMMHBIiA KIHoY: Koa, HgnpaBneHune 11.04.02. NHpOKOMMYHUKALIMOHHbIE TEXHOMOMK U
e3a68f3eaale62674b54f4998099d3d6bicinroTOBKN CUCTEeMbIl CBS3M
HanpasneHHOCTb KopnopaTtnBHbie MIHPOKOMMYHUKALMOHHbIE CUCTEMDI
(npocpurb) M cetun
dopma 0byyeHus OyHas
Kadenpa- PagnoanekTpoHUKM N 3NEKTPOIHEPreTUKN
pa3paboTyumk
Bbinyckatowas PaanoanekTpoHKN N 3NIEKTPOIHEPrETUKN
kadbegpa

NeNe MpoBepsiemasn 3apaHue BapuaHTbl oTBEeTOB Twun
nn KOMMeTeHUUA CNOXHOCT
7]
Bonpoca
1. | MK-1, NK-2, NK-3, | Kakoe w©“3 nepeyvncneHHbIXx cpeactB npumeHsietcs ans | 1) Access Control List HU3KNN
MNK-4 OWNAarHocTMKN ysI3BUMOCTEN cepBepoB? 2) CkaHep XSpider
3) Intrusion Detection System
4) SNMP-cepBep
5) MexceTeBon aKpaH
2. | NK-1,MNK-2,NK-3, | Bbl HacTpanBaeTe Ha cepBepe Cnyx0y CcuHXpoHu3auun | 1) PaspewmnTb ucxogsiume naketbl | HU3KUKA
MNK-4 BPEMEHM C cepBepamMn TOYHOro BpemMeHun B WHTepHeTe no | Ha 123 nopt UDP
npotokony NTP wn o6GHapyxmBaeTe, 4TO 3anpocbl He | 2) PaspewnTb ncxogdume nakeTbl
NPOMYCKaTCA HapY>Xy MEXCETEBbIM 3KPaHOM. Ha 119 nopt TCP
Kakne un3ameHeHnss HeobXxogumMo BHECTM B HacTpouky | 3) Paspewntb mucxogsiwme naketbl
MEXCETEeBOro akpaHa ans obecnedeHns pabotocnocobHoctn | Ha 161 nopt UDP
CNy>X0bl CUHXPOHN3ALMN BPEMEHN? 4) PaspewnTb ncxoasawme nakeTbl
Ha 110 nopt TCP
5) PaspewnTtb ncxogsawme nakethbl
Ha 79 nopt UDP
3. | MK-1, MNK-2, MNK-3, | Kakoe n3 npvBeOEHHbIX HWXe YTBEPXAEHUMN O npuBaTHbiX | 1) MNpuBaTHble agpeca MOryT ObiTb |  HU3KWUW
NnK-4 agpecax siBnsieTcst NOXHbIM? CcBOOOIHO MCMOMb30BaHbl B 060N




nokansHom ceTn

2) FTP-cepBep ¢ npuBaTHbIM
afpecoM MOXEeT ObITb JOCTYNEH M3
WHTepHeT TONbKO B MACCMBHOM
pexvme

3) MakeTbl C
agpecamu He
MapLupyTtusatopamm
4) WEB-cepBep ¢ npuBaTHbIM
agpecomMm MoxeT bbITb JOCTYMNeH n3
UHTepHeT

5) SMTP-cepBep C npuBaTHbIM
agpecomMm MoxeT bbITb JOCTYMNeH n3
UHTepHeT

npmnBaTHbIMU
nponycKkaroTca

NK-1, NK-2, MK-3,
MK-4

MexceTeBon aKpaH 3apermctpypoBan 0Oonbloe  4Yucno
npuxogawmx u3 WHtepHeta SYN naketoB c IP-agpecom
NCTOYHUKa 13 Baluen cetn.

Kakomy u3 nepeuymcneHHbIXx TUMOB aTak nogseprnacb Balla
ceTb?

1) Land

2) TearDrop
3) Smurf

4) SYN flood
5) Brute force

HU3KNN

MNK-1, MK-2, MNK-3,
NK-4

Kakas wu3 nepeuncneHHblx ytmnut Unix gna  pelweHuns
pa3HoobpasHbIX npobnem, ceBsizaHHbIX ¢ TCP/IP, nossonsiet
3axBaTblBaTb NPOX0oAsLIMe Yepe3 ceTeBON UHTEpPdENC naKeThbl,
BblAENATb M3 HUX NO OnpederieHHbIM npaBunaMm  TOMbKO
WMHTepecyoLwme B AaHHbIi MOMEHT M BbIBOAUTb MX Ha 3KpaH
nnbo 3anuceiBatb B dhann gng nocnegyoLwero aHannsa?

1) net view
2) netstat
3) tcpdump
4) nbtstat
5) trafshow

HU3KUN

MNK-1, MK-2, MNK-3,
NK-4

Kakol cnocob 3awmTbl U3 NepeyncrieHHbIX crieqyeT NpMMeHUTb
ans 3awmTbl oT atakm Ping flood n3 UHTepHeTa?

1) 3anpetutb Ha MeXceTeBOM

3KpaHe NPoxXoXaeHue UDP
nakeToB
2) OrpaHnunte o4epeab ICMP
nakeToB
3) VYpanntb Ha  KIUEHTCKUX

KoMmnbloTepax cann ping.exe
4) 3anpetutb Ha MEXCEeTEBOM
9KpaHe MpOXOXOEeHWe nakeToB C

agpecoM  MUCTOYHMKA  paBHbIM
agpecy npMemMHuka

5) 3anpeTntb BbINOSIHEHWE
KOMaHAbl ping

HenpuBunerMpoBaHHbIM
nonb3oBaTtendam

cpegHuin




MK-1, NK-2, MNK-3, | Baw cepeep 6bin noaseprHyT smurf atake. 1) 3anpetntb npoxoxaeHve | cpeaHUn
MNK-4 Kakvne wun3mMeHeHMss HeobxooumMo BHECTM B  KOHMUrypauuio | NakeToB C YCTaHOBMEHHbIM doriarom
MeXCeTeBOro aKpaHa Ans 3almTbl cepBepa oT atak nogobHoro | SYN
TMna? 2) 3anpetntb npoxoxaeHune
naxkeToB c OAHOBPEMEHHO
ycTaHoBneHHbIMn dnarammn FIN n
SYN
3) 3anpetnTtb npoxoxaeHune
LUMpoKoBeLlaTenbHbIX ICMP
3anpocos
4) 3anpetntb npoxoxaeHune
dparMeHTMPOBaHHbIX NaKkeToB
5) OrpaHnunTb ovepedb nakeToB C
yCTaHoBMeHHbIM doriarom SYN
MNK-1, NK-2, NK-3, | Baw cepsep 6bin noaseprHyT Land atake n3 MHTepHeTa. 1) 3anpetntb npoxoxaeHve | cpeaHUn
MNK-4 Kakne wunamMeHeHuss HeobXOOMMO BHECTM B KOHUIypauumio | LUIMPOKOBELLATENbHbIX ICMP
MEXCETEBOro akpaHa Ans 3awuTbl OT atak nogobHoro tmna? nakeToB
2) 3anpetntb npoxoxaeHve
nakeToB c O[lHOBPEMEHHO
yCcTaHoBMneHHbIMK dnaramm SYN n
ACK
3) 3anpetntb npoxoxaeHue
nakeToB n3 MHTepHeTa C agpecom
MCTOYHUKA N3 Ballen cetu
4) 3anpetntb npoxoxaeHue
nakeToB c O[HOBPEMEHHO
yCcTaHoBneHHbIMu dnaramm SYN n
FIN
5) 3anpetntb NpoxoXxaoeHue
LUnpoKoBeLlaTenbHbIX UDP
nakeToB
MK-1, MNMK-2, NMK-3, | Baw DNS cepeep nogeeprcs atake 13 cetn 172.36.0.0/16. 1) options blackhole 172.36.0.0/16; | cpeaHun
MNK-4 Kakne unameHeHusi Heobxogumo BHecTM B havn named.conf, | 2) options deny-query
4yTOGbI 3anpeTnTb 06paboTky DNS 3anpocoB 13 aton ceTn? 172.36.0.0/16;
3) options forwarders
172.36.0.0/16;
4) options query-source
172.36.0.0/16;
5) options transfer-source

172.36.0.0/16;




10.| MK-1, NK-2, MNK-3, | CBaA3b Mexay nokanbHbIMU CeTsiMu  ronioBHoro odwmca u | 1) 3apgencteoBaTe IDS (Intrusion | cpeaHun
MNK-4 dunmnana KomnaHum opraHnsoBaHa nocpeacTsom VIHTepHerT. Detection System)
3noyMmbIWNEHHWK npocnywmBaeT npoxoasdwme naketol Ha | 2) Aktusmposate EFS (Encrypted
MapLupyTmnsatope npoeangepa c Luenbto cbopa | File System)
KOH(bmnaeHumnansHomn nHpopmaumnm. 3) Wcnonb3oBaTbk MapLupyTM3aLMIO
Kakne mepbl HeobxoOMMO  NpeanpuHATb  CUCTEMHOMY | OT  WUCTOYHMKA  Ana obxopa
agMUHMUCTpaTopy ANS 3aWwuTbl OT 4AHHOro BuAa atakm? mMapLupyTM3aTopa
3M10yMbILUNIEHHMKA
4) Tlpn nomMmowmM MexXceTeBoro
akpaHa 3abnokupoBaTb BCe NOPTHI,
kpome 80 n 8080
5) Hactpoute VPN - coeguHeHve
mMexgy  rOfnoBHbIM  OUCOM W
dumnmnanom
11.| NK-1, NK-2, NK-3, | Baw Be6-cepsep 6bin nogseprHyT DoS - atake. BoinonHue Ha | 1) MNepenonHeHue Bydepa cpenHun
MNK-4 cepsepe komaHay netstat, Bol o6HapyxunBaeTte 6onblioe yncno | 2) Brute force
TCP coegnHeHun B coctosiHun SYN_RECV. 3) Syn flood
KakoMmy 13 nepeuyncrieHHblXx TWUMOB aTtak 6bin noaBeprHyT | 4) dparMeHTaumsi nakeTos
cepsep? 5) Smurf
12.| MK-1, NK-2, NK-3, | HeobxoguMo HacTpoUTb MEXCETEeBOW 3KpaH Takum obpasom, | 1) Paspewntb npoxoxaeHve | cpeaHUn
MNK-4 yTOObI paspewntb goctyn m3 WHtepHeta k Bawemy DNS | naketoB Ha TCP nopt23
cepBepy A nepefayn 3oHbl Ha BTopudHbIi DNS cepaep. 2) Paspewntb npoxoxaeHue
Kakne wunameHeHusi HeobXoaMmMo BHECTM B KOHdurypaumio | naketoB Ha TCP nopt 53
MEXCETEBOro aKpaHa 45151 BbINOIHEHNA NOCTaBNeHHOM 3agaun? | 3) Paspewntb NpoxoXxaeHune
naketoB Ha TCP nopt 113
4) Paspewntb NpoxoXxaeHune
naketoB Ha UDP nopt 53
5) Paspewntb NpoxoXxaeHune
naketoB Ha |IP nopt 23
13.| NK-1, MNK-2, MK-3, | MexceTteBon 3KpaH, YCTaHOBIMNEHHbLIN Ha cepsepe, | 1) smurf cpeaHun
NnK-4 3apeructpuposan GorbLUoe KONM4YecTBO LWupokoBelaTenbHbiX | 2) SYN flood
ICMP sanpocoe. 3) CkpbITOE CKAaHUPOBAHUE TOPTOB
Kakomy 13 nepeuynmcrnieHHbix TWMNOB aTak Obin NoABEeprHyT 4) Brute Force
cepeep? 5) Buffer Overflow
14.| NK-1, NK-2, MK-3, | MexceTteBon 3KpaH, YyCTaHOBIEHHbIN Ha cepsepe, | 1) Cepep nogseprca SYN flood | cpeaHun

MNK-4

3apermctpupoBan 6onbLoe YUCno NakeToB C OAHOBPEMEHHO
ycTtaHoBrneHHbiMu cornaramm SYN n FIN.

Kakoe K3 yTBEepXOEHUA OTHOCUTESIbHO [aHHOW cuTyauuu

aTake
2) CepBep QYHKUMOHMPYET B
O0ObI4HOM pexunme

3) CepBep noaBeprcs CKpbITOMY




ABNAETCA BeprIM?

CKaHMPOBaHMIO MOPTOB
4) Cepsep nogeeprca Brute Force
aTake

5) CepBep nogseprca smurf atake

15.| MK-1, NK-2, MK-3, | Yto npousongeT, ecnn y MeXCeTeBOro akpaHa npwuknagHoro | 1) Tpadmk no 3ToMy NpOTOKOMNy | cpeaHui
MNK-4 ypoBHA OyayT OTCyTCTBOBaTb MOAynM Ans paboTbl ¢ kakum- | BygeT npoxoauTb 6e3 hmnbTpaumm
nnbo NpoTokonom? 2) Tpacduk MO NPOTOKOMY He
nponget
3) OGymeTt mcnonb3oBaTbCa ApYron
NpOTOKON
16.| MK-1, NK-2, NK-3, | Heobxognmo 3anpeTnTb AOCTYN K KOHCONWU cepBepa fokanbHoun | 1) 3anpeTntb BXxoasLUMe NakeTbl HA | BbICOKUMN
MNK-4 CeTu U3BHe. noptbl 137-139 TCP n UDP
Kakne un3MeHeHna HeobXOoOMMO BHECTM B HACTpouKy | 2) 3anpeTuTb BXogsalwme naketbl Ha
MEXCEeTEBOro aKkpaHa Ans peLleHus NocTaBneHHon 3aaayun? noptbl 22 n 23 TCP
3) 3anpeTuTb BXogsLmMe nakeTbl Ha
nopt 21 TCP
4) 3anpeTnTb BXoAdsdLLMe nakeTbl Ha
nopt 25 TCP
5) 3anpeTuTb BXogsaLMe nakeTbl Ha
nopt 389 TCP n UDP
17.| NK-1, NK-2, NK-3, | zone "domain.ru” in | 1) allow-query 192.168.0.1; BbICOKUM
NK-4 3 WEREED 2) allow-transfer 192.168.0.1;
. SRR 3) forwarders 192.168.0.1;
l/I:; coobpaxeHun ©es3onacHOCTU HeobXxoammo  3anpeTuTb 4) allow-update 192.168.0.1;
) 5) transfers-out 192.168.0.1;
nepegadyy 30Hbl domain.ru Ha nwbble cepBepa, Kpome
BTopuyHoro DNS cepeepa c IP-agpecom 192.168.0.1.
Kakas ns ctpok, nomelwiaemasi B 610k onncaHust 3oHbl danna
named.conf, NO3BONUT PeLnTb NOCTABMAEHHYIO 3adady?
18.| NK-1, MK-2, NK-3, | Ecnn web-cepeep komMnaHuMM pacnonoxeH wmexay Aasyms | 1) 2 BbICOKUWN
MNK-4 3KpaHamu, MepBbl OTOENsIeT ero OT BHYTPeHHeW ceTn, a |2)1
BTOPOW OT BHELUHEN, TO YEPE3 CKOJIbKO aKpaHOB nonget 3anpoc | 3) 0
COTpYAHMKA KOMMNaHUK K BHeLWHeMy web-cepeepy?
19.| NK-1, NK-2, NK-3, | Yto HeoGxoanmo caenaTb 3M0YMbILLIIEHHUKY YTODbI yKpacTb 1) 3axBaTUTb BECb CEaHC BbICOKUWN

MNK-4

OaHHble nepegaBaemble No VPN coegmHeHuto?

coeavHeHus

2) 3axBaTUTb YacTb NepegaBaeMblX
AaHHbIX

3) meTb GonbLune
BblYMCNUTENbHbIE MOLLHOCTY AN
AewmndpoBKM Tpaduka




4) NpOCTO NOAKIIOYNTBLCA K
coeanHenuo VPN

20.

MNK-1, NK-2, NK-3,
MNK-4

Kako tun aTtaku 6bin ncrnonb3oBaH KeBnHOM MwuTHUKOM Ans
NPOHUKHOBeHUS B LleHTp cynepkomnbioTepoB B CaH-Anero?

1) umutaums IP-agpeca
2) nepeHanpasneHne Tpaduka
3) nepenonHeHne 6ydepa

BbICOKUN




