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I/ICKYCCTBGHHHﬁ HHTCJUICKT H 3KCIICPTHBIC CUCTCMbI

Brimyckatomias kadgeapa

uH(pOpMaIUK U YIIPaBIEHUS

dopma oO0ydeHHS 3a09HasI

ABTOMaTHU3NPOBAHHBIX CHCTEM 00paboTKn
Kadenpa pazpadboTunx

uH(MOpMAIUU U YIIPABICHUS

ABTOMAaTH3UPOBAHHBIX CUCTEM 00paboTKH

Tunoevie 3a0anus 013 KOHMPOJILHOU PAOOMBbL:

Ilpumepnsle sonpocwl 011 KOHMPOIbHOU padombl:

N

AKTyaJbHOCTb MPOOIJIEMBI 3aLUTHI HH(OPMALIHH.

OcHoBHBIE (PaKTOPHI MOBBIICHHUS YSI3BUMOCTH HH(OPMAIIHH.
Ilepeuncnuth pUCKU B IPOMBILUIEHHOCTH cBsi3aHHble ¢ UT.
AKTyaJIbHOCTb 3aIIUTHI MH(POPMAaIIMH, CBA3aHHON C COCTAaBOM U ()YHKIIMOHATIbHBIMU

BO3MOXHOCTSIMU cOBpeMeHHBbIX UT.

o

OcHoBHbIE TOHATUSA UH(OPMAIITMOHHON O€30M1aCHOCTH.

6. VYSI3BUMOCTH BBIYMCIUTEIBHBIX CHUCTCM, CBA3aHHLIC C (l)I/ISI/I‘leCKI/IMI/I npouceccamu,

MMPOTCKAIOIUMHU B HUX.

7. YSI3BUMOCTH I/IH(I)OpMaLII/IOHHBIX M BBIYMCIHUTCIBbHBIX CUCTEM, CBA3aHHBIC C CHCHH(bHKOﬁ
peam3anu MaTCMAaTUYCCKUX U JIOTUICCKUX BBIYMCIICHUI.

8. Hudopmarnmonnslie pecypcsl coopa HHGOpMAIIUN 00 ySI3BUMOCTSIX U PUCKaX

MH(OPMALIMOHHBIX U BBIYUCIUTENbHBIX CUCTEM.
9. Ilepeuucnute ocHOBHBIE 3aKOHBI PD cBsi3aHHBIE C HH(OPMAIMOHHOMN 0€30MaCHOCTBIO.
10. OcHoBHebIe onoxeHust PenepanbHOTo 3aKkoHa Nol149.
11. OcHoBHble nonoxxenust PenepanabHOro 3akoHa Nel52.
12. CrtocoOBI ¥ TIOIXOBI K TIOMCKY OCHOBHBIX 3aKOHOATEIHHBIX akToB PD B 00nactu

3aMU Tl HOOPMALIUH.

13. [lepeuncnuTh PUCKH BOZHUKHOBEHHS TIPOOIIEM 3alIUTHI HH()OPMAIHH TTPH

IPOEKTHPOBAHUU U Pa3paboTKe MH(YOPMAITMOHHBIX U aBTOMAaTU3UPOBAHHBIX CHCTEM.
14. TIpobnemsl c6opa, 00pabOTKH U MpecTaBlIeHHs HHDOPMALIUK ¢ Y4ETOM COBPEMEHHBIX

TpeboBaHui MH(YOPMAITMOHHON 6€30MaCHOCTH Ha BCEX YPOBHSIX )KM3HEHHOTO ITUKJIA.
15. Cucremsbl 3aI0UTHI OT HECAHKITMOHUPOBAHHOI'O JOCTYIIAa B OIICPALIMOHHBIX CUCTEMAX U

JIOKAJIbHBIX CETSIX Mepeiadyn JaHHbIX.

16. TTonmuTuku 6e30MaCHOCTH.

17. Opranu3anus CeKpeTHOTO JIEIOMPONU3BOJICTBA U MEPOTIPUSITHI 110 3aIUTe WH(POpMAITUH.

18. HpOFpaMMHO-TCXHI/I‘{CCKI/IC MCETOJbI U CPCACTBA 3alIUTHI I/IH(bOpMaLII/II/I.




19. [IporpammHoO-anmapaTHbIE METOIBI M CPEJICTBA OTPAHUYCHHUSI TOCTYIA K KOMITIOHEHTaM
KOMITbIOTEPA.
20. MeTtoapl ¥ TOAXOABI UCCIICIOBAHMS JIJIS BBISBIICHUSI PUCKOB.

Tunoevie memot 011 peghepamos (¢ n0020MOBKOI 00KIAOA U NPE3CHMAYUU):

1. AkrtyanbHOCTH po6ieMbl 3auThl HHGOpManuu. OCHOBHBIE (PAKTOPHI MOBBIIICHUS
ySI3BUMOCTH MH(OpMAIK. PUCKU B TPOMBIIIIEHHOCTH.

2. OcHOBHBIE OHATHS UHPOPMALIMOHHOM Oe3omacHOCTH. Poccuiickoe u MexayHapoaHoe
3aKOHOJATEIbCTBO.

3. Poccuiickoe 3ak0HO/1aTENBCTBO MO 3alUTe UHPOPMALIMOHHBIX TEXHOJIOTHH.
HopmartuBHo-nipaBoBast HH(pOpMaLusl.

4. Cuctembl 3alIUTHl OT HECAHKLIMOHUPOBAHHOTO JJOCTYIIA B ONEPALMOHHBIX CUCTEMaX U
JIOKQJIBHBIX CETAX Mepelayu JaHHBIX.

5. Metonp! u cpeacTBa 3amuThl nHGOpMaluu B Internet.

6. IlomuTuku 60€30MaCHOCTH.

7. OpraHu3anus CeKpeTHOTO JSIOMPOU3BOICTBA U MEPOIIPUATHH T10 3alTUTE HH(HOPMAITUH.
8. IIporpamMMHO-TEXHUYECKUE METOIBI U CPEACTBA 3AIUTHI HH(POpPMAIIHH.

9. [IlporpammHoO-anmapaTHbIe METObI U CPECTBA OTPAHUUYEHUS TOCTYIA K KOMIIOHEHTaM
KOMITBIOTEpA.

10. I'eneparus nceBAOCITYYalHBIX [TOCIIEI0BATEILHOCTEH YHCE B CUCTEMaX 3alllUThI
uH(pOopMaLIUH.

11. AmepukaHckuii ctanaapt mudposanusa qanabix DES.

12. OreuectBeHHbli cTanAapt mmpposanus nanubix (COCT 28147-89).

13. Aunropurm mudposanus Juddu-Xemmmana.

14. OpnHoHamnpaBieHHbIE XAI-()YHKIIHUH.

15. Dnekrponnas uudpoBas MOAMKCH

16. IlpumeHeHne GyHKIUI XSMUPOBAHUS B UACHTU(UKAIIUH U TIPOBEPKE MONTHHHOCTH.
17. Anropurmet MDS5, SSH.

18. OcHoBHBIE PYHKINH MEKCETEBBIX IKPAHOB IS (DMIIBTPALIMN COOOIICHUH U 3aITUTHI
UHpOpMaLUH.

19. 3ammTa OT OTIAMOK U AU3ACCEMOTMPOBAHUS.

20. Crioco0Obl BCTpaMBaHHUs 3alIUTHBIX MEXaHU3MOB B IIPOrpaMMHOE 0OecIieueHue.

21. Meronpl epexBaTa v HaBI3bIBAHUS WH(OPMAIIUH.

22. Merto/bl BHEAPEHUS TPOrPAMMHBIX 3aKJIa/I0K.

23. KomnbroTepHbIe BUPYCHI KAK OCOOBIHN KJIacC pa3pyIIalouX IPOrpaMMHBIX BO31EHCTBHMA.
24. 3ammTa OT pa3pymIaroIIuX MPOrPaMMHBIX BO3/ICHCTBHIA.

25. Knaccugukaius cucteM 3aluThl HOCUTENeH HHPOpMaLUu.

26. MeToabl ¥ cpe/IcTBA 3aMIUTHI HOCUTENEH HHPOPMAIIHH.

27. Buasl ”HPOpPMaLMOHHBIX pecypcoB. CrocoOb! 3aUThl HHPOPMALIMOHHBIX PECYPCOB OT
HECAaHKIIMOHUPOBAHHOTO JAOCTYIIA.

28. CriocoObI 3a1uThl THPOPMAITMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
29. OcCHOBHBIC BUBI aTaK Ha MPOTOKOJIBI ayTCHTU(UKAITUH.

30. Bompocs! 3a1uThl aBTOPCKOTO MpaBa (MMYIIECTBEHHBIE M HEUMYIIIECTBEHHBIE TTPaBa).

Tunoewie éonpocwl K 3auemy:

1. AxTyanbHOCTH MpoOiembl 3amuThl nHpopManuu. OCHOBHBIE (aKTOPH! MOBBIIICHUS
ySI3BUMOCTH HH(OpMaIiu. PUCKU B TPOMBIIIUIEHHOCTH.

2. OcHOBHble  TOHATUS  HH(OpManuoHHOW  Oe3omacHocTH.  Poccuiickoe — u
MEKTYHApOIHOE 3aKOHOIATEIbCTBRO.
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Poccuiickoe 3akoHOIATEILCTBO MO 3amUTe WHOOPMAIMOHHBIX  TEXHOJOTHM.
HopmartuBHo-nipaBoBast HHpOpMaLusl.

CucTeMmsbl 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JI0CTYIIA B ONEPALMOHHBIX CUCTEMaX U
JIOKAJIbHBIX CETSX Tepeiayn JaHHbIX.

Mertonpbl u cpencTBa 3amuThl nHGopManuu B Internet.

[TonuTrku 6€30MaCHOCTH.

OpraHu3anus CEKpeTHOro JEeNONPOM3BOJICTBA M  MEPONPHUATHH IO  3alluTe
uHpOpMaLIUH.

[TporpaMMHO-TEXHUYECKHE METO/BI U CPECTBA 3alUThI HH(OPMALIHH.
[IporpaMMHO-anmapaTHple METOABI M CPEACTBA OTPaHMYCHHS JOCTyHa K
KOMIIOHEHTaM KOMIIBIOTEpA.

Pa3zpaboTka mporpaMMHOTr0 MakeTa CHUCTeMbI MH(poBaHUS HH(GOPMAIMH METOI0M
Bepnawma.

['eHepanysi 1ceBrOCIyYallHbIX MOCIEA0BAaTENbHOCTEN YUCEN B CUCTEMAaxX 3alllUuThl
uHpopmanuu.

AmepukaHckuii cranaapT mudposanus ganHex DES.

OrtevecTBeHHbIN cTanmapt mudposanus ganubix (I'OCT 28147-89).

Anroput™ mmdposanus Anddu-Xemmmana.

OpHoHamnpaBlieHHbIE X3II-()YHKINH.

DnexTpoHHas QPOBAst MOIUCH

[Tpumenenne GyHKUIMI XEMUPOBAHUS B UACHTU(UKALIUN U IPOBEPKE MOUIMHHOCTH.
Anroputmbel MDS, SSH.

OcHOBHBIE (DYHKIIMI MEXCETEBbIX PKPAHOB AJs (UIBTPALUU COOOLICHUN U 3alUThI
uHpOpMaLnH.

3amura oT OTJIAa0K U AU3acCeMOIMPOBAHUS.

Crioco0bI BCTpanBaHUs 3aIIUTHBIX MEXaHU3MOB B IPOrPaMMHOE 00eCIIeYeHuE.
Mertonbl nepexBaTa U HaBsI3bIBaHUS MH(POPMAIUH.

MeToapl BHEIPEHUS TIPOTPAMMHBIX 3aKJIAJI0K.

KommnbroTepHble BUPYCBI Kak OCOOBIM Kjacc pa3pylIalolMX —[POrpaMMHBIX
BO3JICHCTBUM.

3amura oT pa3pyLIaonUX IPOrpaMMHBIX BO3/1EHCTBHMA.

Knaccudukanus cuctem 3amuThl HOCUTENEH HHPOPMAIIUH.

Mertobl 1 cpeAcTBa 3alMThl HOCUTENEH HH(POPMAIUH.

Buasl nadopmaniionHsix pecypcoB. CrocoOs! 3auThl HHHOPMAITMOHHBIX PECYPCOB
OT HECAHKIIMOHMPOBAHHOIO JOCTYIIA.

CniocoOsl 3a1KThl HH()OPMALIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOT'O JAOCTYTIA.
OcHOBHBIE BU/IbI aTaK Ha MPOTOKOJIBI AyTECHTU(UKAIIH.

OCHOBHBIE TIPUEMBI TIPEIOTBPAIICHHUS aTaK.

Bomnpock! 3a1UThl aBTOPCKOTO MpaBa (MMYIIECTBEHHbIE U HEMMYILECTBEHHbIE MTPaBa).



